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I. INTRODUCTION 

 

The field of cyber security is constantly changing with the emergence of new threats. The 

healthcare sector provides life-critical services as cyber attackers seek to exploit its vulnerabilities. 

The health industry is one of the targets of cyber security, exposing millions of people worldwide 

to cyber threats. Hospitals, doctors, insurance companies, etc. are the main targets for hackers 

because of the Protected Health Information (PHI) they maintain and the vital role they play in the 

critical infrastructure of the country where they are located. 

When a cyber attack occurs, the consequences extend beyond financial losses and reputation. PHI 

is valuable to hackers and unlike other data forms, it is unique to each individual and cannot be 

replaced. Cyber-attacks can take over computer systems and restrict access to critical data, shut 

down healthcare systems and equipment, and even add tumors to CT and MRI scans. Despite 

regulations such as HIPAA dedicated to the health sector, the implementation of safety measures 

still needs improvement, as indicated by the extensive list in the Wall of Shame”1  

89% of healthcare organizations have had data breaches in the last two years and the health sector 

was the leading industry for cyber attacks and data breaches in 2018. The same trend continued in 

2019. But throughout 2020 the digital transformation in the sector of healthcare and the COVID-

19 pandemic is creating a risky space in relation to cyber security. Cloud-based data is on the rise, 

as doctors, administrators and patients seek secure access to confidential information at a lower 

cost. According to the same source, medical equipment and telemedicine pose risks to the security 

of the Internet of Things - IoT and further expand the threat landscape. 

II. European statistics on attacks and damage to health sector 

The percentage of older people in Europe is increasing due to the low number of births and the 

increase in life expectancy. According to the report "Health redesign in Europe for 2020", the costs 

of health care in Europe are currently rising. These costs in some European countries are GDP 

growth factors, and in some cases a reason for public finance growth, representing 4% to 12% of 

GDP in EU Member States. 

Another important aspect of the health sector in the EU is that about 40% of the population over 

the age of 15, ie over 100 million citizens, are reported to have a chronic illness. This percentage 

increases to 66% for the population that has reached retirement age having at least two chronic 

diseases. EU Member States are facing a situation where more than 70% of health costs for chronic 

diseases have been spent, and this figure is expected to increase in the coming years. For this 

reason, EU member states are striving to provide an affordable, more efficient service and more 

personalized care for citizens. 

To achieve this, the application of Information and Communication Technologies is an advantage 

for the sector. The use of the eHealth concept plays a key role in maintaining the quality of health 

services at an affordable cost-effectiveness. As a result, eHealth technologies are expected to grow 

                                                           
1 Cases Currently Under Investigation: https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf 



significantly in the coming years. Through them, information and services related to health will be 

provided. 

From the point of view of cyber security, all these trends and technological developments need to 

be carefully analyzed. They expose and increase the sensitivity of patient information and data 

systems through monitoring signals, health status and patient data history in electronic format. 

This information is considered confidential and sensitive. Therefore, strong rules and requirements 

for authentication should be established and continuous efforts should be made to protect 

information, taking into account existing threats and trends in cyber attacks. 

Cyber attacks are constantly increasing. They mainly focus on stealing financial information, 

billing information and bank account numbers using devices with unencrypted data, phishing and 

spam emails. The evolution of technology has led to advanced cyber warfare using SQL injection, 

Advance Persistence Threats (APT), zero-day attacks and various malware. 

The eHealth sector is no exception. Lack of IT investment by health care organizations and lack 

of information on cybercrime have exposed the weaknesses of health organizations. The impact of 

cyber attacks on hospital and healthcare systems is estimated to be nearly six billion a year2. 

BitSight has conducted a global study on healthcare organizations. The aim of the study was to 

better understand where the health sector needs more risk management. Using data collected by 

the BitSight's Data Science team as of June 1, 2019, the overall safety assessments of care 

companies were reviewed. as well as potential vulnerabilities such as vulnerable systems and 

programs, insecure gateways, and examples of already compromised systems3.  

The results were clear. The data show that organizations in this sector have room to improve their 

security behaviors. As the chart below shows, only 50% of healthcare companies have Advanced 

Ratings - which means they have a lower chance of breaking the security. BitSight Security Ratings 

range from 250 to 900. Anything above 740 is considered "Advanced". Companies with a security 

rating of 500 or lower are almost five times more likely to experience a breach of publicly disclosed 

data. 

                                                           
2 Fifth Annual Benchmark Study on Privacy & Security of Healthcare Data, Ponemon Institute 
3 Bitsight.com 



 

 

 

 

 

 

 

 

 

 

 

 

51% of healthcare organizations use outdated systems or equipment, which may be vulnerable to 

cyber attacks. In the healthcare industry, such devices are often exploited by malicious actors to 

gain access to the entire network.

 

Figura 2 Out-of-Date software, Bitsight 

The chart below shows that 39% of healthcare companies have gates that are virtually insecure or 

vulnerable to cyber attacks. This shows that some of these organizations leave room for hackers 

to exploit their systems, such as medical devices with outdated software.  

Figura 1 Breakdown of security ratings per sector, Bitsight 



 

Figura 3 Insecure ports, Bitsight 

The findings show that 7% of healthcare companies had one or more botnet attacks within the last 

three months. This number may seem relatively low, but the definition of "botnet" indicates that 

these attacks extend beyond a single machine - whether in their network or not. BitSight research 

has identified a strong correlation between botnet attacks and data breaches. More specifically, 

companies with a BitSight B botnet rating or lower were twice as likely to experience a data breach. 

 

Figura 4 Botnet infections, Bitsight 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

On the other hand, the healthcare sector is more effective against SPAM and email phishing 

protection, with almost 70% of the sector using DKIM or SPF. 

III. Situation in Albania with statistical references 

 

Romanian cybersecurity giant Bitdefender has reported that COVID-19-related attacks have 

increased 475% in March 2020 compared to a month ago. Almost one-third of COVID-19-related 

attacks target public authorities and health care institutions. 

Referring to the best European and international practices, Albania has also taken positive steps in 

terms of identifying the health sector in the list of critical information infrastructures. In the 

Decision of the Council of Ministers No. 553/2020 "On the approval of the list of critical 

information infrastructures and the list of important information infrastructures" are listed for the 

first time the private hospitals that exercise their activity in the Republic of Albania. This DCM 

lists 4 operators and about 10 critical and important information systems. 

The National Authority for CESK in the framework of increasing the level of security in 

cyberspace receives ongoing information from international partners on various aspects of cyber 

security. One of them is Bitsight, a cybersecurity rating company that analyzes companies, 

government agencies and educational institutions. Security assessments provided by BitSight are 

used by the relevant authorities to provide an overview of the cyber security situation at the 

national level and to issue alerts in the event of an attack. 

According to statistics provided by Bitsight, the safety rating for the health sector reaches 790. The 

safety rating is an average of the rating of compromised systems, Diligence and user behavior of 

health sector operators. 

Figura 5 Domain të infektuar Figura 5 Verifiable email domains, Bitsight 



The compromised systems component represents the organization's network equipment that shows 

symptoms of malicious activity. The diligence component shows the steps a company has taken to 

prevent attacks. The user behavior component requires malicious activity on company systems, 

for example downloading infected files.   

According to a cyber security researcher, healthcare organizations need to be prepared for a 10% 

-15% increase in the number of data breaches, where their service providers will be the main target. 

Based on the results of the first 6 months of 2019, it is expected that the number of data breaches 

will increase at an alarming rate, despite the efforts that many organizations are making to secure 

their data. 

In this platform, for the health sector in the Republic of Albania, the most frequent vulnerabilities 

are found in the chart below: 

 

Figura 6 Top vulnerabilities, Bitsight 

In the last 30 days the most common vulnerability is CVE-2014-3398, allowing remote attackers 

to obtain sensitive software information by reading response data generated by specific URLs. 

At the regional level, Albania ranks among the highest levels of health sector security, behind 

Serbia, Northern Macedonia and Bosnia and Herzegovina.   



 

Figura 7 Industry ratings 

The healthcare sector has long been a target of cybercriminals. But recently, while all eyes were 

on the coronavirus pandemic that spread across the globe, other threats were waiting to take 

advantage of the overburdened healthcare system. These threats were diverse, targeting the 

technologies on which healthcare systems and providers rely. In our country, as in other countries 

comparable to digital development and cyber security with Albania, the consequences of cyber 

attacks during the pandemic were almost negligible. 

IV. Benefits of investing in cyber security health sector 
Not so long ago, doctors had to limit their time with patients because of the many complicated 

documents. The digital revolution has helped solve this problem. With fewer handwritten notes 

and access to patients' electronic files, documents and the amount of time devoted to completing 

them have dropped significantly. This is an important development as the population grows and 

the number of healthcare records becomes more difficult to obtain. Cyber security in healthcare 

should provide network and database without slowing down the process of providing efficient 

care. 

1. Cyber security saves millions of dollars in the healthcare industry. 

The industry has grown rapidly in the last two decades. By storing data in the cloud, providers can 

access information from patients, colleagues and other departments quickly. At the same time, 

storing and accessing patient data is much easier to secure. 

2. Sensitivity of patient data. 

The healthcare sector should store patient records, as if accessed by a hacker, they may be 

distributed and used for malicious purposes and manipulations. Cyber security helps maintain 

confidential information and prevents cyber attacks.  



Technology has a large number of benefits which are an advantage not only for hospitals but also 

for treatments. Investing in cybersecurity helps maintain business for private hospitals, providing 

better patient care and sharing patient data in other departments easily. 

Below is a business model for an organization operating in the health sector in the Republic of 

Albania. The approximations are based on the average investment costs in the sector as well as the 

self-declarations of the operators for each of the table items such as the current average costs for a 

cyber attack, number of attacks per year, initial investment, other indirect costs. 

 

Figura 8 Business case 

Based on these indicators, the financial model is created, which shows that for such a company the 

rate of return on investment reaches the value of 50%. 

 

Figura 9 Financial models 

ZËRAT EUR

Shpenzimet aktuale mesatare per nje sulm kibernetik 27.000    

Numri i sulmeve per nje vit 0,5           

Totali i shpenzimeve per nje vit 13.500    

Servera 3.000      

Infrastruktura e rrjetit 200          

Ndërtimi i Telefonisë VOIP 15.000    

Routers dhe Switches 10.000    

Firewall 2.000      

Software te ndryshem 1.000      

Totali 31.200    

Mirembajtja 624          

Demtim imazhi 3.000      

Investimi fillestar

Kosto te tjera jo te drejtperdrejta

Kthimi nga projekti - SHËNDETËSI Inflation 2,3%       3,2%       3,0%      3,1%      3,1%      3,1%      3,1%      3,1%      3,1%      3,1%      
EUR 2020 2021 2022 2023 2024 2025 2026 2027 2028 2029 2030

Shpenzimet e kursyera 13.500    13.811    14.252    14.680    15.135    15.604    16.088    16.587    17.101    17.631    18.178    

Investimi fillestar (44.000)   

Mirembajtja (2.000)     (2.046)     (2.111)     (2.175)     (2.242)     (2.312)     (2.383)     (2.457)     (2.533)     (2.612)     (2.693)     

Demtim imazhi (3.000)     (3.069)     (3.167)     (3.262)     (3.363)     (3.468)     (3.575)     (3.686)     (3.800)     (3.918)     (4.039)     

Fluksi I lire I parase (35.500)   8.696      8.974      9.243      9.530      9.825      10.129    10.444    10.767    11.101    11.445    

Kosto e kapitalit te projektit 12,0%                 

Periudha  -             0,5          1,5          2,5          3,5          4,5          5,5          6,5          7,5          8,5          9,5          

Faktori I skontimit 1,00        0,94        0,84        0,75        0,67        0,60        0,54        0,48        0,43        0,38        0,34        

Vlera e skontuar e fluksit te lire te parase (35.500)   8.216      7.571      6.963      6.409      5.900      5.431      5.000      4.602      4.237      3.900      

Tregues kryesore financiare

Vlera aktuale neto (NPV) 22.728    

Norma e brendshme e kthimit (IRR) 24%        

Periudha e shlyerjes (PBP) ne vite 7             

Flukset e akumuluara (35.500)   (27.284)   (19.713)   (12.750)   (6.341)     (441)        4.990      

Viti i shlyerjes se investimit  -              -              -              -              -              -             7             



 

 

Figura 10 Financial models, outsource 

Choosing between insource and outsource in cyber security is a dilemma faced by many 

organizations. Like many other business dilemmas that seem to address abstract concepts, drawing 

a correlation with everyday life is rewarding. Assessing the capability of your internal staff versus 

external staff requires a cost-effectiveness analysis. According to the analysis, the first scenario is 

more profitable for small and medium organizations. 

 

V. Risks in cyber security in the health sector 

Health institutions try to implement the most effective practices for cyber security as they may risk 

several factors. First, patients' medical and personal data are being integrated into the digital world, 

leaving open the possibility of their exposure. Second, cybercrime and cybersecurity risks to health 

are becoming increasingly complex and data may be stolen or the organization forced to pay a 

considerable amount to re-access the data.  

To avoid the theft of patient data should be considered 4 cyber security risks faced by 

organizations: 

1. Outdated IT equipment 

Health care providers work with a wide range of entities, from human resources to medical device 

providers. With this diversified ecosystem, it is important to consider that some third parties may 

have access to your network and confidential data through out-of-date end devices (such as 

computers, laptops, tablets, etc.). If unauthorized persons are given access to the network and they 

use out-of-date equipment, they become a cause for exposure of the health organization data.  

2. Outdated medical equipment 

Medical devices may not be the main concern of cyber security, but their security is important for 

the security of the organization as a whole. For example, even if an older operating system, such 

as an X-ray machine, is no longer in use, there may still be traces of that system. If a worm is 

injected into that system, it has the potential to put the entire network at risk. 

Kthimi nga projekti - SHËNDETËSI Inflation 2,3%      3,2%      3,0%      3,1%      3,1%      3,1%      3,1%      3,1%      3,1%      3,1%      
EUR 2020 2021 2022 2023 2024 2025 2026 2027 2028 2029 2030

Shpenzimet e kursyera 13.500               13.811    14.252    14.680    15.135    15.604    16.088    16.587    17.101    17.631    18.178    

Kosto e sherbimit (12.000)             (12.276)   (12.669)   (13.049)   (13.453)   (13.870)   (14.300)   (14.744)   (15.201)   (15.672)   (16.158)   

Fluksi I lire I parase 1.500                 1.535      1.584      1.631      1.682      1.734      1.788      1.843      1.900      1.959      2.020      

Kosto e kapitalit te projektit 12,0%                     

Periudha  -                       0,5          1,5          2,5          3,5          4,5          5,5          6,5          7,5          8,5          9,5          

Faktori I skontimit 1,00                   0,94        0,84        0,75        0,67        0,60        0,54        0,48        0,43        0,38        0,34        

Vlera e skontuar e fluksit te lire te parase 1.500                 1.450      1.336      1.229      1.131      1.041      958         882         812         748         688         

Tregues kryesore financiare

Vlera aktuale neto (NPV) 11.776               



Nowadays medical device manufacturers are using the security criterion as a way to differentiate 

themselves in the market and signaling a change in the way third parties are considering cyber 

security in healthcare. 

3. Ransomware 

Ransomware poses one of the most potential security risks for healthcare organizations. This is a 

common problem in the healthcare industry, probably due to the sensitive nature of the data used 

in this sector. The success of a ransomware attack depends almost entirely on how desperately the 

data is needed. So if a hospital is attacked and the data is not accessible in any other way, some 

are willing to pay to gain access. As a result, it is important for healthcare organizations to 

constantly monitor their third parties and assess whether access to their network could lead to 

vulnerabilities (which, in turn, could lead to ransomware and other attacks). cybernetics). Usually 

the reward for getting the data is required a minimum of $ 300.  

4. Damage to reputation  

It should be considered that: As a hospital, if you send patient samples to a laboratory for testing 

and if the laboratory experiences a breach of security, your patient records - including their names, 

medical records, test results and other information personally identifiable (PII) - may be at risk. If 

your organization is not actively monitoring to make sure appropriate security measures are being 

taken, your patient records are placed in an unsafe situation risking damaging the hospital's 

reputation. This will also cause business losses for the hospital.  

The four risks listed above are just some of the reasons why risk management coming from service 

providers occupies a central place in discussions about cyber security in healthcare.  

VI. Protective measures to be applied by health institutions 

 

1. Ensuring access points  

Access points are a potential source of cyber attacks. Exploiting their vulnerabilities, hackers 

spread a virus to slow down the network, access critical health information, or make the system 

more vulnerable in the future. Malware can enter from any vulnerable location on the network or 

operating system. 

An employee may unknowingly click on a file, download unauthorized software, or upload a 

contaminated document. Also, when strong secure passwords are not used, an easy access point is 

created for hackers. Moreover, the medical software and online applications used to store patient 

data were found to contain numerous vulnerabilities. Health sector cybersecurity statistics from 



Kaspersky Security Bulletin reveal vulnerabilities at access points of some 1,500 devices that 

healthcare professionals use to process patient images.4   

2. Acquisition of knowledge about ransomware  

A ransomware attack is a specific type of malware that threatens to block a computer or an entire 

network if a certain amount of money is not paid. The reward is not necessarily a high figure. Even 

claiming a few hundred dollars from a business can be easy money for a hacker, and more 

manageable for individuals or companies to regain access to their computers. For this it is 

necessary to increase the knowledge of staff and equipment users to identify ransomware and learn 

how to act if they are the target of such an attack. 

3. Creating a policy on ransomware 

A computer with limited access does not necessarily cause harm. However, the risk of not being 

able to access the files where the data is stored can be dangerous for the treatment of the patient. 

When such an incident occurs, employees should contact IT immediately. This should be part of 

their safety training. They should follow the healthcare organization's procedures when they see a 

ransomware message, rather than trying to resolve the issue themselves.  

4. Employee training 

To minimize human error, system administrators must constantly train all staff on risky behaviors. 

This includes various elements, from downloading unauthorized software and creating weak 

passwords to visiting websites with malicious content or using infected devices. Employees need 

to be educated on how to recognize malicious email, threats and illegal and suspicious sites in 

order to avoid attacks. (Unusual colors in the logo or variable dictionary along the page are two 

warning signs). Training should be conducted regularly or personalized for different groups of 

employees.   

5. Create or update security risk management policies 

Employees should be provided with various network access privileges. At a hospital, nurses may 

need to share information with other staff in their department, but it is not necessary for other 

departments to see this. Visiting doctors can only access their patient information. Security 

privileges must monitor for unauthorized access or attempts at any level.  

Digital Guardian5 initially suggests training / education, followed by the limitation of specific 

applications, areas and patient healthcare data. He also recommends that multi-factor 

authentication be required, which is an additional level of protection.  

6. The cyber security of the health industry needs to go beyond employee access 

                                                           
4 Kaspersky security bulletin, 2019 
5 Digitalguardian.com 



Patients' concerns about data security in healthcare should be considered when creating more 

secure systems or when cybersecurity frameworks are improved after a hospital is attacked. 

Patients do not want to worry about data security, so system administrators need to invest in 

security initiatives.  

7. Protect health data on 'smart' devices 

Desktops, laptops, cell phones, and all medical devices, especially those connected to the network, 

should be monitored and have anti-virus, firewall, or other similar protection. Nowadays medical 

centers own other connected electronic devices such as medical devices such as insulin monitors 

that remotely synchronize patient information directly on the tablet of a doctor or a nurse. Many 

of these interconnected devices can potentially be hacked, damaged or disabled, all of which can 

affect the patient's health. 

8. Data integration in the Cloud 

Cloud provides a secure and flexible solution for storing and storing healthcare data and provides 

a way for organizations to manage their data. Cloud-based solutions and recovery in case of attack 

ensure that patient records are accessible even in case of violation or interruption of work. 

Combined with the option to control data entry, the required level of security is provided. With the 

cloud, a healthcare organization does not have to invest much in critical data storage infrastructure. 

Cloud storage in accordance with HIPAA allows significant reduction of IT costs, as no investment 

in equipment is required. Clound also offers a considerable level of flexibility when an institution's 

data storage needs change.   

 

 

 


